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(24) The processing of personal data of data subjects who are in the Union by a controller or processor not
established in the Union should also be subject to this Regulation when it is related to the monitoring of the
behaviour of such data subjects in so far as their behaviour takes place within the Union.
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(39) Any processing of personal data should be lawful and fair. It should be transparent to natural persons that
personal data concerning them are collected, used, consulted or otherwise processed and to what extent the
personal data are or will be processed. The principle of transparency requires that any information and
communication relating to the processing of those personal data be easily accessible and easy to understand, and
that clear and plain language be used. That principle concerns, in particular, information to the data subjects on
the identity of the controller and the purposes of the processing and further information to ensure fair and
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transparent processing in respect of the natural persons concerned and their right to obtain confirmation and
communication of personal data concerning them which are being processed. Natural persons should be made
aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to exercise
their rights in relation to such processing. In particular, the specific purposes for which personal data are
processed should be explicit and legitimate and determined at the time of the collection of the personal data. The
personal data should be adequate, relevant and limited to what is necessary for the purposes for which they are
processed. This requires, in particular, ensuring that the period for which the personal data are stored is limited
to a strict minimum. Personal data should be processed only if the purpose of the processing could not
reasonably be fulfilled by other means. In order to ensure that the personal data are not kept longer than
necessary, time limits should be established by the controller for erasure or for a periodic review. Every
reasonable step should be taken to ensure that personal data which are inaccurate are rectified or deleted.
Personal data should be processed in a manner that ensures appropriate security and confidentiality of the
personal data, including for preventing unauthorised access to or use of personal data and the equipment used
for the processing.
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(82) In order to demonstrate compliance with this Regulation, the controller or processor should maintain
records of processing activities under its responsibility. Each controller and processor should be obliged to
cooperate with the supervisory authority and make those records, on request, available to it, so that it might
serve for monitoring those processing operations.
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(148) In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative
fines should be imposed for any infringement of this Regulation, in addition to, or instead of appropriate
measures imposed by the supervisory authority pursuant to this Regulation.
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Article 10 (Processing of personal data relating to criminal convictions and offences). Processing of personal

data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be
carried out only under the control of official authority or when the processing is authorised by Union or Member
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State law providing for appropriate safeguards for the rights and freedoms of data subjects. Any comprehensive
register of criminal convictions shall be kept only under the control of official authority.

¥ right to be forgotten
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Article 15
Right of access by the data subject

1. The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data
concerning him or her are being processed, and, where that is the case, access to the personal data and the following
information:

(a) the purposes of the processing;

(b) the categories of personal data concerned;

(c) the recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular
recipients in third countries or international organisations;

(d) where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used
to determine that period;

(e) the existence of the right to request from the controller rectification or erasure of personal data or restriction of
processing of personal data concerning the data subject or to object to such processing;

(f) the right to lodge a complaint with a supervisory authority;

(g} where the personal data are not collected from the data subject, any available information as to their source;

(h) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in
those cases, meaningful information about the logic involved, as well as the significance and the envisaged

consequences of such processing for the data subject.

2. Where personal data are transferred to a third country or to an international organisation, the data subject shall
have the right to be informed of the appropriate safeguards pursuant to Article 46 relating to the transfer.

3. The controller shall provide a copy of the personal data undergoing processing. For any further copies requested
by the data subject, the controller may charge a reasonable fee based on administrative costs, Where the data subject
makes the request by electronic means, and unless otherwise requested by the data subject, the information shall be
provided in a commonly used electronic form.

4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and freedoms of others.
Section 3
Rectification and erasure
Article 16
Right to rectification

The data subject shall have the right to obtain from the controller without undue delay the rectification of inaccurate
personal data concerning him or her. Taking into account the purposes of the processing, the data subject shall have the
right to have incomplete personal data completed, including by means of providing a supplementary statement.

Article 17
Right to erasure (‘right to be forgotten’)

1. The data subject shall have the right to obtain from the controller the erasure of personal data concerning him or
her without undue delay and the controller shall have the obligation to erase personal data without undue delay where
one of the following grounds applies:

(a) the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise
processed;
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{b) the data subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or
point (a) of Article 9(2), and where there is no other legal ground for the processing;

(c]

the data subject objects to the processing pursuant to Article 21(1) and there are no overriding legitimate grounds
for the processing, or the data subject objects to the processing pursuant to Article 21(2);

d

the personal data have been unlawfully processed;

(¢) the personal data have to be erased for compliance with a legal obligation in Union or Member State law to which

the controller is subject;

{f) the personal data have been collected in relation to the offer of information society services referred to in
Article 8(1).

2. Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to erase the
personal data, the controller, taking account of available technology and the cost of implementation, shall take
reasonable steps, including technical measures, to inform controllers which are processing the personal data that the
data subject has requested the erasure by such controllers of any links to, or copy or replication of, those personal data.

3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:

=

for exercising the right of freedom of expression and information;

(b) for compliance with a legal obligation which requires processing by Union or Member State law to which the
controller is subject or for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller;

(¢) for reasons of public interest in the area of public health in accordance with points (h) and (i) of Article 9(2) as well
as Article 9(3);

(d) for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) in so far as the right referred to in paragraph 1 is likely to render impossible or
seriously impair the achievement of the objectives of that processing; or

(e) for the establishment, exercise or defence of legal claims.

Article 18
Right to restriction of processing

1. The data subject shall have the right to obtain from the controller restriction of processing where one of the
following applies:

the accuracy of the personal data is contested by the data subject, for a period enabling the controller to verify the
accuracy of the personal data;

(a

b

the processing is unlawful and the data subject opposes the erasure of the personal data and requests the restriction
of their use instead;

(c) the controller no longer needs the personal data for the purposes of the processing, but they are required by the

data subject for the establishment, exercise or defence of legal claims;

(d) the data subject has objected to processing pursuant to Article 21(1) pending the verification whether the legitimate
grounds of the controller override those of the data subject.

2. Where processing has been restricted under paragraph 1, such personal data shall, with the exception of storage,
only be processed with the data subject’s consent or for the establishment, exercise or defence of legal claims or for the

protection of the rights of another natural or legal person or for reasons of important public interest of the Union or of
a Member State.
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RSF_EECA @RSF _Europe
@durov Do you confirm you
reached an agreement w
Tehran? Do you have any plans
about moving some servers
there? Thank you very much!
(2/3)

a Pavel Durov @

@RSF_Europe Hi there,
@telegram has not entered
any agreements with any
government on this planet. No
plans to.
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. Collin Anderson 12y
@CDA

@durov Was a formal request made of @Telegram, what was
requested and by whom — Ministry of Communications, Judiciary,
etc? @youyeganeh

l a | Pavel Durov W Yurats
@durov —

@CDA Iranian ministry of ICT demanded that @telegram
provided them with spying and censorship tools. We ignored
the demand, they blocked us.

22:26 - 20 okTAbpa 2015
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8 Pavel Durov i@ |

youyeganeh Iranian officials
want to use “telegram to spy on
their citizens. We can not and wiill
not help them with that.
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Pavel Durov @
@durov

No Telegram servers (or any other servers
with private data of our users) will be moved to
Iran or installed there.

3:24 PM - 22 Jul 2017 from Finland
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